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The digital euro FAQ published by the European Central Bank (ECB) provides answers to 25 frequently asked
questions about the digital euro, the envisioned retail central bank digital currency for the euro area. In this
article, we question the answers based on our analysis of the current design in terms of utility, cost, and
technical feasibility.

In particular, we discuss the following key findings: (KF1) The design process has been exclusionary, with
critical decisions being set in stone before public consultations. Alternative design ideas have not even been
discussed by the ECB. (KF2) Secure and robust implementation of the offline design is technically infeasible.
(KF3) The legal and financial liabilities for the various parties involved remain unclear, while (KF4) the
design lacks well-specified economic incentives for operators as well as a discussion of its economic impact
on merchants. (KF5) The ECB fails to identify tangible benefits the digital euro would create for society, in
particular given that the online component of the proposed infrastructure mainly duplicates existing payment
systems. Finally, what concerns us most is (KF6) the monitoring of all online digital euro transactions by the
ECB, conflicting with privacy requirements.
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Information systems → Digital cash; • Security and privacy → Tamper-proof and tamper-resistant
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1 INTRODUCTION
The Eurosystem under the leadership of the European Central Bank (ECB) has been working for
several years towards providing a retail central bank digital currency (CDBC). Since the presentation
of the ECB’s current plans (in the following referred to as “the digital euro”) and a European Com-
mission draft legislative proposal in summer 2023 [15], the ECB has started to provide information
material to the public, including a list of frequently asked questions (FAQ) about the digital euro [9].

In this article, we provide a detailed criticism of the ECB’s proposed design by responding to its
official FAQ. Section 2 starts with a brief overview of the digital euro design according to publicly
available documents [8, 10, 14, 15]. Section 3 gives a summary and short explanation or our key
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findings and the major problems with this design. Our detailed analysis of the answers of the ECB
can be found in Appendix A—clearly highlighting that the current answers fall short. We conclude
with recommendations for a successful digital euro in Section 4. The aim of this article is to provide
a more comprehensive discussion of the current design to enable informed decisions, but not to
argue against the introduction of any potential common digital payment system for the euro area.

2 DIGITAL EURO DESIGN
The ECB proposes “the digital euro”, suggesting a single digital version of the euro. In fact, its
design encompasses two mostly separate parts as depicted in Figure 1: The online version that
mainly adds another layer of complexity to the existing digital payment infrastructure; and the
offline version that is supposed to mostly resemble physical cash by providing full anonymity and
operation with only occasional Internet connectivity. Both follow a two-tiered architecture, where
the ECB acts as the central trusted instance for issuance and settlement. Participating payment
service providers (PSPs) such as banks or public entities [15, Rec. 29] interact with end-users for
identification and authentication adhering to legal know-your-customer (KYC) and know-your-
business (KYB) requirements. Using the digital euro is free of charge for end users, while PSPs are
allowed (and expected) to charge fees up to a certain cap from merchants, who are expected to be
legally required to accept the digital euro [15, Rec. 16,20].

Online version. Users of the online version have to open a separate digital euro account (DEA) at
a PSP. Different to common bank accounts, these are interest free and subject to a holding limit to
ensure financial stability of the contemporary commercial bank system [10, p. 8-9]. In order to ease
user experience despite this holding limit, it is possible to link a commercial bank account to the
DEA for automatic defunding in case the reception of a transaction would raise the balance above
the holding limit (“waterfall”), and for automatic funding in case the amount to be paid exceeds
the DEA balance (“reverse waterfall”) [14, p. 15,17]. The holding limit for non-business users is
discussed to be around €3000 [7], while business users are not allowed to hold digital euros at all
for the online version (with still unclear implications for offline usage), thereby making the linking
of a commercial bank account for the waterfall a requirement [8, p. 12-13]. All online digital euro
transactions are completely visible to the PSP, while the transaction data for the central settlement
at the ECB is at best pseudonymized [10, p. 3]. To ensure the validity of digital euro transactions,
the ECB maintains a central database of all DEA balances (KF6) [14, p. 18-20].

Offline version. The offline version [10, p. 4-6] builds on a completely separate technical basis: a
digital bearer (token) that represents a certain value, issued and validated at the ECB as a central
instance. Aiming to prevent digital copies of the bearer and double spending, the bearer is stored
on a dedicated device (e.g., smartphone or smartcard) supported by so-called “secure hardware”—a
separate piece of hardware for sensitive data protected against high-level software and hardware
attacks. Those bearers are meant to be passed transitively between users without central settlement,
and to not record any trace of the transactions, thereby providing full privacy for both payer and
payee in offline transactions. However, Internet connectivity and identification is required for
initial funding (conversion of cash or commercial bank money to digital euros) and final defunding
(conversion of digital euros to cash or commercial bank money), among others to ensure the holding
limit shared with the online version [14, p. 14,16]. Potential fraud such as double spending can only
be detected with a delay during defunding (KF2), and the ECB leaves the question of liability in
case of such fraud open (KF3).
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Fig. 1. The two versions of the digital euro with highlighted design shortcomings (cf. Section 3): The
online version adds another layer of complexity to already existing payment systems, with no clear benefit
for the user (KF5), but with centralized control and monitoring of transactions at the ECB (KF6). The offline
version is supposed to allow for transitive and completely anonymous payments and aims to prevent forgery
by the use of supposedly “secure hardware”. However, it is unlikely that the wallet hardware will withstand
all possible attacks given that it is under complete physical control of the wallet owner as a potential attacker
(KF2). A successful attacker can double-spend an unlimited amount of times, as the validity of the payment
bearer can only be checked as soon as the payee reconnects to the Internet. The offline version has no clear
definition of liability in case of such fraud (KF3).
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3 QUESTIONING THE DIGITAL EURO FAQ
The ECB’s FAQ on the digital euro [9] aims to address public concerns and to provide clarity on
the proposed design and implications of the digital euro. However, a deeper look reveals significant
shortcomings in addressing key issues. While the FAQ attempts to justify the digital euro, its current
design raises more questions than it answers, particularly regarding security, privacy, economic
effects, and overall utility. The project risks being overly complex, economically burdensome, and
technically flawed without clear benefits to users or society. The full detailed analysis of the FAQ is
provided in Appendix A. We summarize our key findings in the following.

3.1 Governance and transparency: exclusionary process (KF1)
The proclaimed openess of the digital euro design finding process (Q15) is questionable, given that
many of the core design features—such as the online-offline separation, the waterfall concept, and
the reliance on “secure hardware”—have been defined before public consultations began [30]. On
the contrary, the ECB has largely ignored expert advice on how to design for privacy, security, and
usability [3, 21, 40, 44]. The ECB engagement with private companies (Q16) has excluded small
and medium enterprises by setting high thresholds for potential participants, requiring, among
others, a yearly average total net turnover of €100,000,000 [6, 13]. The digital euro rulebook (Q18)
is developed behind closed doors and leaves no room for questioning fundamental digital euro
design choices impacting privacy (KF6), security (KF2), and usability (KF5).

3.2 Security: ignoring obvious attack vectors (KF2)
The ECB promises “secure instant payments (...) evenwhen you have (...) no network reception” (Q7),
i.e., reliable offline operation without double-spending risks. This contradicts the mathematically
proven CAP theorem [20], which states that no distributed system can be partition-tolerant (being
disconnected), available (still work), and consistent (without double-spending) at the same time.
The ECB hopes to overcome mathematics with “secure hardware”, in this case meant to “protect
the information stored on the device” from its owner [11], ignoring the fact that hardware security
history has made it evident that consumer-grade hardware eventually cannot withstand physical
attacks (cf. Figure 2). This approach to “security by obscurity” contradicts Kerckhoffs’ principle—a
fundamental concept in cryptography which asserts that the security of a system should not
depend on the secrecy of its algorithm [28]. The security of G+D’s platform, a likely candidate
solution for the offline digital euro implementation [19] which proposes exactly such a system,
has been ranked as “low” in a recent survey due to secrecy being the main line of defense against
double-spending [1]. By proposing a “forgery check during defunding” [11], the ECB acknowledges
the risk of hardware-level attacks or implementation bugs, but thereby contradicts the claim of
offline payments being “safe and instant”, and further puts the promised complete anonymity of
offline transactions into question.

The “reverse waterfall” mechanism, the automatic digital euro funding without user intervention,
poses a significant security threat as a compromised digital euro account could be used to obtain
unlimited money from the linked commercial bank account. The ECB promises “state-of-the-art
technologies” to counter cyberattacks on the digital euro (Q23). This term is doubly misleading:
First, there is, to our knowledge, no other large-scale deployment of digital offline payments. Second,
it does not imply the application of the most modern or secure solutions available, but rather just
“what everybody else does”. The central database of all (online) digital euro transaction being such
a high-value target for cyberattacks (KF6), this is most probably not enough.
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Fig. 2. Secure offline payments require securing a piece of hardware against its owner (KF2). History suggests
this is impractical for consumer-grade hardware. Each box in the figure represents an attack that broke the
security promises made by its vendor. We cannot demand people to purchase new devices anytime a “secure
hardware” is dysfunctional.

3.3 Legal and financial: unclear liability (KF3)
The ECB has not clarified compensation mechanisms for fraud victims in offline scenarios (Q7). It
barely states that “either the PSP, the merchant or, in some cases, the consumer would be liable”,
never the ECB itself [8]. It also remains unclear how the ECB will react when the double-spending
protection has been overcome, enabling unlimited digital euro creation for every owner of wallets
relying on the affected hardware. As this eventually poses a financial threat to the (digital) euro, the
offline functionality would need to be disabled for the given type of payer’s devices—which is only
possible when all payee’s devices become connected—until the affected hardware is replaced. Apart
from not mentioning the security and financial risks connected to the offline version, the ECB also
keeps quiet about the additional costs and complex logistics incurred by such hardware breaches.

Coining the digital euro as being “risk-free” (Q1, Q24) is misleading: Being backed by a central
bank may make it a counterparty risk-free store of value for citizens, but the underlying payment
system is still exposed to a broad range of risks, as discussed in this article. The ECB, as the
responsible public operator of the digital euro, and ultimately the general public, must take these
risks into consideration.

3.4 Economical: unclear incentives and market distortions (KF4)
While the ECB emphasizes the advantages of the digital euro for merchants (Q5), it fails to mention
the likely substantial costs of integration into their business systems. The legally enforced roll-out
throughout virtually all points of sale in the eurozone will create a high demand for qualified IT
integrators, allowing them to charge a high premium over normal integration costs.

Supervised intermediaries—the PSPs—are expected to “perform all end-user services” (Q6). This
entails operation and onboarding including costly KYC and KYB requirements, which need to be
reimbursed solely by the fees charged to merchants (Q21), since the digital euro is promised to be
“free for basic use” for consumers. The proclaimed “economic incentives similar to other digital
means of payments” for PSPs (Q6) beg the question of where benefits for the PSPs will come from.
To cope with costs, one (generally undesirable) option might be to compromise security if fraud
liability stayed at the ECB—which is unclear (KF3). Another option for commercial banks could
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be to earn interest on user-facing digital euros under their management via the ECB’s deposit
facility, by offering an extra euro account tightly integrated with the digital euro where users could
earn interest. Since non-bank PSPs have no access to the deposit facility, this would be an unfair
advantage for commercial banks.
While the ECB wishes for “innovation and competition in the digital payment markets” (Q6),

it remains unclear how new or smaller PSPs will be able to compete with big players having
a pre-existing user base. The uniformity of the service offering and the fee cap favor market
oligopolization among digital euro PSPs. At the same time, a legally mandated digital euro could
sideline and displace established national digital payment systems, leaving less consumer choice
and eventually stiffling innovation.

3.5 Utility and costs: unclear benefits for society (KF5)
The ECB claims various advantages of the digital euro, including no costs for end-users, universal
acceptance in physical shops and online, support for person-to-person payments, a higher level of
privacy than other digital payment methods, resilience to cyberattacks and technical disruptions,
technological independence contributing to Europe’s strategic autonomy, and non-reliance on
Internet connectivity (Q1, Q2, Q3). The only tangible advantage compared to cash is the ability to
pay digitally and online, while a comparison of the digital euro design to existing digital payment
systems only leaves the legally enforced acceptance throughout the euro area as a clear improvement
for the user. Many payment systems can be used for person-to-person payments, online, and at
points of sales; and are also free of charge for consumers, with merchants covering the fees. Being
a central bank liability makes no effective difference to the vast majority of Europeans, given
that bank deposits are generally insured up to €100,000, while digital euro holdings are expected
to be limited to €3,000 [7] as well as interest-free and thereby less attractive for savings (Q20).
The claims of improved resilience to cyberattacks lack supporting evidence in terms of concrete
measures provided in public documents [8, 15]. Using the offline version in case of technical
disruptions such as power outages is only possible after a manual funding process which still needs
Internet connectivity. Given the convenience option of automatic funding in the online version, it
seems questionable to which extent people would have offline digital euros available when their
Internet goes down. While the digital euro could reduce the dependence on non-European payment
providers, the offline version still depends on proprietary, predominantly non-European hardware.
Embracing open standards and free software [17] instead of relying on proprietary technology
would allow for easier integration with alternative European hardware and end-user devices and
help to establish trust in the system (cf. Appendix C). The high risks of the offline version have
been articulated for KF2, and the online version offers even less privacy than other digital payment
systems due to the existence of a central transaction database (KF6).
While having little clear advantages, the digital euro project brings significant disadvantages

for euro area citizens: First, with an initial project budget of €1.3 billion [23], it is far from being
a “cheap (...) form of public money” (Q17), especially when compared to more innovative and
cost-efficient digital payment systems [38], with developments costs of less than 1% of that amount
(Q25). The high additional costs for mandatory roll-out to all merchants, support, and onboarding
(KF4) are not even included in that number. In fact, all costs of the digital euro are eventually borne
by the citizens of the euro area, whether they want to use it or not, contrary to the ECB’s claim
that the digital euro would be free of charge for basic use (Q20). Second, while the ECB and the
European legislation may try to avoid it (Q4), bringing yet another digital payment system to the
market will likely further erode the use of physical cash, which is the most power-outage-resilient,
inclusive, accessible, and privacy-preserving payment system we know of.
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Digital Payment System Digital Euro

Feature Credit Card PayPal Wero Bitcoin GNU Taler Online Offline Cash

Online operation ✓ ✓ ✓ ✓ ✓ ✓ ✗ ✗

Offline operation (✓) ✗ ✗ ✗ ✗ ✗ ✓ ✓

Payer anonymity ✗ ✗ ✗ (✗) ✓ ✗ ✓ ✓

Payee anonymity ✗ ✗ ✗ (✗) ✗ ✗ ✓ ✓

AML compliance ✓ ✓ ✓ (✗) ✓ ✓ (✗) (✗)

Security1 ✗ ✗ ✗ ✗ ✓ ✗ ✗ ✓

no illicit remote access ✗ ✗ ✗ ✗ ✓ ✗ ✓ ✓

no double-spending ✓ ✓ ✓ ✓ ✓ ✓ ✗ ✓

reasonable finality ✓ ✓ ✓ ✗ ✓ ✓ ✗2 ✓

Prior funding needed ✗ ✗ ✗ ✓ ✓ ✗3 ✓ ✓

Libre software ✗ ✗ ✗ ✓ ✓ ✗ ✗ -

1security requires all three aspects 2forgery check at deferred online defunding 3using waterfall approach

Table 1. Comparison of the two digital euro versions to other digital payment systems and cash. The
online version differs significantly from the offline one in terms of both privacy and security. Since the former
is designed with an architecture similar to already existing third-party payment systems (KF5), it matches
those quite closely with respect to the available features, but fails to deliver on additional possible benefits
such as payer anonymity. The offline version seems to resemble cash most, but contains inherent security
flaws (KF2) and requires Internet connectivity for a prior manual funding operation.

3.6 Privacy: untercutting existing systems (KF6)
The ECB compares the digital euro to cash and emphasizes privacy (Q9), matching clear consumer
preference for payment privacy in recent surveys [4, 5, 12]. Unfortunately it fails to deliver:While the
offline version indeed promises full transaction privacy with respect to the payment infrastructure,
it remains unclear how an offline fraud incident (KF2) would be handled without any recorded
transaction history (KF3). Given the convenience functions of the online version such as automatic
deposit and withdrawal, and given that Internet is available in many situations, people are likely to
stick to the online version of the digital euro, probably in the illusion that their transaction data is
private there, too.

However, the online digital euro mirrors the design of typical digital payment systems (cf. Table 1)
where all transactions are completely visible to the PSP, with at most organizational or legal, but
no strong cryptographic safeguards against data misuse. And, even worse, the ECB will maintain
a central database of all online digital euro transactions, where it, as they state, “would not be
able to directly connect transactions to specific individuals” (Q9). Published documents solely
reference pseudonymization of individuals, i.e., using unique identifiers instead of real names and
personal identities for digital euro accounts. However, this still allows the creation of “patterns of
life” and detailed insights into citizen’s private lives, where it is enough to relate a single transaction
with a certain individual to obtain their whole transaction history—indeed not “directly”, but with
little effort. This will enable an unprecedented level of easy mass surveillance and represent a
high-value target for cyberattacks as payment data would no longer be siloed across thousands of
organizations, databases, and incompatible formats [3].
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Article 8 of the European Convention on Human Rights provides the basis for the understanding
of privacy being a fundamental human right, which however is not absolute but subject to dero-
gations. Any privacy-intrusive measure must pass a number of tests derived from the wording
and subsequent interpretation of Article 8, as commented on in more detail in Appendix B: There
needs to be a clear legal basis for the measure, which at the same time needs to establish clear
safeguards for privacy and remedies for breach of privacy, and the measure must be both necessary
and proportionate in a democratic society. The privacy-intrusive nature of the online version,
where PSPs provision digital euro accounts to verified identities and can thus relate every single
transaction to an individual, is commonly justified by the necessity of Anti-Money Laundering
(AML) legislation. This oversees the fact that a payment system with KYC-compliant money inflow
and income transparency through identifiable payees can serve an equally good purpose in coun-
tering criminal activities, while offering anonymity on the payer’s side [21]. But even if one were to
accept that the two tests of legal basis and necessity have been met by the draft regulation [15, 15],
it would seem that it is the test of proportionality which the digital euro would fail. The privacy
risks implied by a central database which is already discussed being in reach of intelligence services
and police forces [24] are significantly disproportionate to the functionality or any other advantage
gained for the citizen (KF5). It is unfortunately not a given that all intelligence services of all
EU member states will forever be trustworthy to not misuse their access to such a huge database
for nefarious purposes. Instead of “privacy by design”, at this moment in time, the digital euro is
promising “less privacy through flawed design”.

4 RECOMMENDATIONS
Section 3 and in more detail Appendix A question many of the design decisions of the digital euro
in response to the official FAQ by the ECB. To summarize, we give a short list of recommendations
for a successful digital version of the euro or any other CBDC:

(1) Acknowledge the impracticability of the offline version. Instead of spending money
and time on a design idea based on the unrealistic assumption of unbreakable hardware (KF2),
the ECB should focus on the online version as a single digital euro system, and acknowledge
the fact that a digital currency will never be as resilient as physical cash to extraordinary
events like blackouts.

(2) Build on existing solutions and Free/Libre Software. Given that explicit design goals of
the digital euro include user trust in the payment system, interoperability between partici-
pating payment service providers, and being a role model for CBDCs worldwide, the digital
euro should be based on open designs and Free/Libre Open Source Software (FLOSS) instead
of proprietary technology and security by obscurity (KF2).

(3) Provide a real advantage to users. Instead of merely adding another layer to the existing
payment infrastructure under centralized ECB oversight (KF6), the digital euro needs to
provide a compelling, unique selling point to be successful (KF5). One such advantage could
be cash-like payer anonymity for online transactions.

(4) Convince instead of enforce. If the digital euro provided a real advantage, it would not
be necessary to enforce its acceptance and put pressure on merchants to accept it with the
associated additional costs. Thus, applicable legislative plans should be changed to make the
acceptance of digital euros completely voluntary.

Overall, unless clear and uncontroversial benefits of the digital euro are established, we advise
against the introduction of the digital euro as currently proposed.
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